TRS Emargency Actlon Plan

Tab 1
Fira/Smoks
Pays 1
FIRE/SMOKE IN BUILDING
Actlon to be Taken:
REMAIN CALM

- s 8w

Varify thera is a fire

; Attarmpt to put fire out by yoursalf

Notify the local firs department at 811 ar appropriate
agancy numbser

Pasas gl details that are known {you see fire/smoks;
building address and floor or building numbatr/letter.
Notify Bullding Security if appropriate

if fira/emoka |3 [fe-threatening to operating personnel
evacuats using stendard practices

Notity othar work groups in building, including building
guards

Notify OMC and TSA

Notity TRS Cantar Managsr

Notity TRS District Managar

Center Manager should notify GRE
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INJURY/ILLNESS
Critieal:  Immediately call Paramedica/Ambulance at 911 (or
appropriate agency number) for professional medical attantion and
transportation fo an emergency madical facility.
Administer emergency first aid untit arrival of professional madical
assistanca.

Non-Critical: Treat minor injuries using the contants of ths first aid
kit. Contact the Medical Dspartment in nor-life threatsning situations
whare medical attention is required. They will adviss and refer to a
local medical consultant if necessary.

After hours - contact the nearest emergency medical faciiity.

Manager's Respansibliity:

1, Always accompany the injured to the madical facility or
amergency room,

yohiols,
2. Contagt the employas’s family as soon as possibla,

3. Discuss follow-up care with physician or nursa and determine
limitations of job duties.
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Non-Critical
Non-Work Related

fiiness: Ba guidad by the amployea's reasonable request regarding
action to be taksn.

The follawing guidelines should be used as appropriate:

* Have employsa call personal physician ar at employea’s
request call the amployes's personnel physician and
follow physician's Instructions

* It requestad by the employes, accompany the employes
to an emergency medical facillty via taxicab, or company
car, if avaitagle. 1

]

* Taks amployee home via taxi cab, or company car, if
available.
Vv
*  Arranga for a family mambar or frisnd to sssume
responaiblity for the amployes If applicable.

On and Ot Job
Accidants:

* Raport sll accidents

* HRaport off job accidents only when a full work dayIs
missed and there is a single identitying event to be
reported.

*  The Superviser must complate form ATT083. ATAT
practice 010-160-280 contains ATT083 and describes
pracedures needsd ta procass injury/iliness Incldents.

* Then the supsrvisor immediataly calls the Area Safety
Coordinator who will make the raport to the Accidant
Raporting Canter as Required.
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URGENT/EMERGENCY NUMBERS

NAME
FIRE DEPARTMENT

POLIGE DEPARTMENT

AMBULANCE

TRS DISTRICT MANAGER )

FIRE WARDEN

NUMBER

911 or appropriate
agsncy number

911 or appropriate
agency number

911 or appropriate
agency number

{NPA) nxx-xxxx
Pager:
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BOMB THREAT PROCEDURES

TRS Emargency Action Plan (EAP) - Deg. 1999
Bomb Threat Guidelines for Centar Support Taams

QVERVIEW
Center CRC/Inchargs/Support Team Members:

In your role as & Support Team member — CRG/Incharge or Cantar
Managamant Team member — you may be callsd upon to assist with
or handle emergency situations for your centar. Your lsacership ang
guidance lo the CAs during this time is critical. Remember to stay
calm and iry to keap the atmosphers of ths office calm. Thes following
instructions will ssrve as a guids for you in the avent there is a8 Bomb
Threat to your center, anothar AT&T location, writtan threat or any
other threatensd non-AT&T location.

Scenarla:  Telephone Bomb Threat directsd towards YOUR
CENTER received by the Suppornt Dask.

You Should:

1. Natify the Law Enforcement Agancy, dlaling 911 and provide them with
the calisr'a numbar it you have obtained it,

Call ATAT Sscurlty at
Call OMC nt
Cail IMOC at
Call Center Managsr at
Natify other work groups at the building (it appiicable) note nama/numbar
Evacuate the building if inairuzted to do $0 by the lecat authorities
{Provide as muech as information as you can to each contact and be
guidea by their rasponsss).

NEmoaL®
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Bomb Threat Guldetines (continued)

Scanario: Telaphone Bomb Threat dirocted towards YQUR
CENTER raceived at CA position.

You should:

1. Gs! the caller's numbar if poasible and provide CA with telephong-
convarsation form to fill out whils tha CA is obtaining information from
the caller,

2. Notify the Law Enforcemant Agency, disling 81t and provide them with
details including the caller's number,

3. Call ATAT Security
4. Call OMC

b

Call IMOC (incident Managemant Operation Center)

Call tha Centar Manager

N o>

Nolify other work groups at the building if appiicable. Nota name and
number.

8. Evacuate the building if instructed to do so by the local authorities.
{Provide as much information 28 you can and be guidsd by their
responsas, you may receive additionat instruction from tham, Please
camply with thair requests.)

Asmember as a Support Parson, if call Is received at CA position, you
must supply the CA with: (1) the Telephune Convarsation Form and {(2)
providg ihe CA with additional support and dirsction as nesded after
you have mada your talaphons coniacts.
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Bomb Threat Guldelines (continued)

Scenarlo: Telephone Bomb Threat directed towards QTHER ATAT
LOCATIONS recsivad at the Suppont Desk or CA Position.

You should:

1. Notify the Law Enforcement Agency that is responsible for the
caliing party's number.
2. CA can accesa CSIDS and obtain the Law Enforcement number
for the calling party:
¢ Press F5 (Info Kay) to access CSIDs
* Prass E for Emargency Fila ‘ '
*  Entdr NPA/NXX (area cods and first threa numbars) of
Back # and press ENTER
*  Press the letter that corresponds with tha corract
city/town (prass CTRL & for additional options).
3. Notify AT&T Security at
4. Provids as much information as you can, by having CA fill out the
Telaphone Conversation Form, ;

Scenario: Telephone Bomb Threat directed towards NQN- AT&T
LOQCATIONS recelvad at the Support Deak or CA Position.

You shoulg:

1. Notify the Law Enforcament Agency that is responasibia for the
calling party's number,

» Pregs F5 (info Kay) to access CSIDs

v Prass E for Emergency File

= Enter NPAINXX {area code and flrst three numbers) of
Back # and press ENTER

» Press tha istter that corresponds with the correct
cityftown (prass CTRL 5 for additional options).

- *  Provide as much information aa necessary.
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Bomb Thraat Guidslinas (continued)

Scenarlo: WRITTEN Bomb Thesat racsived at your location.

You should:

1. Report g writtan Bomb Threat tha same way as a telephone
bomb threat. {See Instructions for telephone bomb threat o
your center — pages 1-3 of this document),

2. Maks a copy of tha massags to ensure protaction of the

original, ang handie as little as possible to protact fingerprints
or identification marks.




TRS Emergency Action Plan

Tab3
Bomb Threat
Page 5
Bomh Threat Guidslinas (continued)

Do you know what to do in the unfikely avent you should recsive a
bemb threat? Any bomb threat you receive at your relay position
shouk! bs taken sariously. Let's review what you nead to do:

Any CA who receives a bomb threat from a caller at their position
should:

1. Remain as calm as possibla and be very attentiva to the cailer.
2. Record the callar's phone number on & plece of paper in case
you gst diaconnactad.
3, Notity your incharge/CRG and/or Support Group as soon 88
possible:
* standing up, motion for the Incharge to assist you at your
position
» call to your support parson by using Dial & Mode 3
4. Try 1o keep the caller on the line aa long as possible by asking
such queations as:
a. ‘Whatis your name and telsphons number?
b. Whars is the bomb locateqd? Insids or outside tha
building?
c. Whsnis the bomb zet to exploga?
g What does ths bomb look liks?

Try to capture as much information from the ealler - exact
wording of tha threat, for exampie — as you can. Any of the
above questions could poasibly causs the caller to ragpond
automatically and provide valuabls Information accidantsily.

Remembor try and latan to svary detall of your caller's voice,
and any beckaround noiaes that could be heiptul,

Your incharge/CRT or Suppo& Taam member will asslst you as
much as poaaible. Your calm manner and attention to call detail will
assist us in handling the call appropriately with the propar authorities.
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EXCESSIVELY HEAVY TRAFFIC

These are usuaily due 10 severs weather conditions, certain hoildays
{i.e. Mothar's Day}, world events, natural disasters or civil disorder.

SYMPTOMS:

Calls ad work volume excasad estimates.

Action to be Taken:

1. Center will notity OMC.
2. OMC wiil take appropriate action.
3. OMC will monitor Queus status.
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SLOWDOWN/OVERLQAD

SYMPTOMS:

Noticeable dscraass in the normal number of incoming calls.
* Slow response tims to all kay actions.

Action to be Taken:

RAsfer to Servica Recovery Process

Center will notify TSA

Cantar will notify CMC

TSA/OMC will notify Centsr of any nacessary action to be
taken.

Bl 8l
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CENTER OUT OF SERVICE

SYMPTOMS:

» Calls ara not arriving at positions
* Positlons ars inopsrable

Action to bs Taken:

Refer to Service Recovery Process
Cenger will notify TSA

Center will notify OMC

OMC will take appropriate forcing action.

bl ol o

Tab 4
Seotion 2
Page 1
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POSITION MAINTENANCE TROUBLE

Trouble with CA Positions:

SYMPTOMS:

*  Maonitor is out
*  Ksybosrd Delective
*  Noisy/Bad transmission

Action to be Taken:;

CA legs off if possible

CA places "Out of Ordar* Sign on Workstation
CA repons troubla to CAC Support desik/TSA
CA moves to another position

Pl ol
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POWER OUTAGE

SYMPTOMS:

Flickering lights, then
Loss of most lights in canter

Note; The Uninterruptible Power Supply (UPS) will kaep power
supplied to all the CA Positions and amergency lights in the center.
Another UPS, In the equipmsnt raom, will powar the switching
equipmsent until the genarator comes on line. Battery Powsred
emargangy lights aré strateqically placed throughout the centar.

Action to be Taken:

1. Walt 80 saconds for the generator to come on, aif or most
of the lights should be restored.

Call Global Real Estate
Call OMC

Call the TSA to notify of powar failure

Ll g
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PCA/ASSOCIATED PRINTERS, PROGRAMS & NETWORK

SYMPTQOMS:

s UGN Nelwork is down
= One PC or program in troubla
= Printar not working

Action to he Taken:

1. If the PC is used for businpas purposes and is not
associgted with 4 CA posgition, cal Premise Desktop
Support (PLS)

2. If PC or printer ia assoclated with JADS, OAP, OSlM or
MFASys, center reports trouble to CCC.

3. Notify the OMC

4. Inform TSA (Hardwara or UGN only)
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TELEPHONE OUTAGE
SYMPTOMS:

* Alltatephones are raporting no dial tone
*  No lights on multi-line phones

Action 1o ba Taken:
Call the TSA

SYMPTOMS:
s Cannot complata outgoing cail

* LN #### does not appsar in uppar laft hand corner of display
after number is dialed.

Action to be Taken:

1. Callthe TSA
2. Inform the OMC as soon as posaibls.
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CONTACT LIST
Name Numbar
Account Manager
OMC Managar
Pager
PIN
Atlanta OMC #1
#2
SA Pager
PIN
ATAT Corporats Securlty
Client Cara Center (CCC)
Global Resl Estate (GRE) 4
Premize Daaktop Support (PD3)
Service Manager e
Pager ———
PIN
TSA #1
Pagar/PIN
TSA #2
Pager/PIN
TSA#3
Pager/PIN
TSA#4

Pagar/PIN
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CONTACT LIST

Name Number

TRS District Manager

Tab 5
Saction 1
Page 2

NCCC Manager
Cantar Managars.

Canter Manager #1

Canter Manager #2

Canter Managar #3

Canter Manager #4

Canter Manager #5

Centar Manager #8




